Interpretative key management framework (IKM) by Chaeikar, Saman Shojae
vii
TABLE OF CONTENT
CHAPTER TITLE PAGE
DECLARATION ii
DEDICATION iii
ACKNOWLEDGEMENTS iv
ABSTRACT v
ABSTRAK vi
TABLE OF CONTENTS vii
LIST OF TABLES xi
LIST OF FIGURES xii
LIST OF ABBREVIATIONS xiii
LIST OF APPENDICES xiv
1 INTRODUCTION
1.1 Introduction 1
1.2 Problem Background 2
1.3 Problem Statement 3
1.4 Project Aim 5
1.5 Research Question 5
1.6 Research Objectives 5
1.7 Significance of study 6
1.8 Research Scope 7
1.9 Summary 7
2 LITERATURE REVIEW
2.1 Introduction 9
viii
2.2 Approaches of KeyManagement 10
2.2.1 Centralized and Decentralized Key
Management 10
2.2.2 De-Centralized Multicast KeyManagement
Scheme 13
2.2.3 Secure Data Network System SDNS Key
Management Protocol 13
2.2.4 Identity-Based KeyManagement 14
2.2.5 Hierarchical Key Management Scheme 18
2.2.6 Multicast Key Distribution 20
2.2.7 Key Pre-distribution 22
2.2.8 Push-Based Key Distribution and Rekeying
Protocol for Secure Multicasting 24
2.2.9 Improved Key Distribution Protocol with
Perfect Reparability 24
2.2.10 Self-Healing Key Distribution 25
2.2.11 KeyManagement and Distribution for
MANET 25
2.2.12 KeyManagement in Sensor Networks 27
2.2.13 Key Generation for Secure Inter-Satellite
Communication 29
2.2.14 Compression of Cryptographic Keys 30
2.2.15 KeyManagement and Distribution for Secure
Multimedia Multicast 30
2.3 Summary 31
3 RESEARCH METHODOLOGY
3.1 Introduction 32
3.2 Project Steps 33
3.2.1 Problem Statement 33
3.2.2 Analyzing Current Frameworks 33
3.2.3 Requirement Determination 34
ix
3.2.4 Idea Elicitation 34
3.2.5 Determining Scope 35
3.2.6 Determining Details 35
3.2.7 Revising by Expert 35
3.2.8 Developing Simulator 36
3.2.9 Testing by Simulator 36
3.3 Summary 36
4 DETAILS OF PROPOSED FRAMEWORK
4.1 Introduction 37
4.2 Overall Look to IKM 37
4.3 Server 39
4.4 Interpreter 40
4.4.1 Bit-Stream Source 40
4.4.2 Knowledge of Interpreting 41
4.4.2.1 First Method – Alternate Numbers 42
4.4.2.2 Second Method – Alternative Bit
Pick Up, Regarding Evenness/
Oddness of Date and Time Digits 42
4.4.2.3 Third Technique – Matrix Method 43
4.4.3 Date and Time 44
4.4.4 Revocation Code 45
4.5 Key’s Life Time 46
4.6 Bit-Stream Source 47
4.7 Joining and Shutting Down Process 49
4.8 Performance Evaluation 50
4.9 Security Evaluation 53
4.9.1 Key Storage 53
4.9.2 Interpreter Distribution Instead of Key
Distribution 53
4.9.3 Unique (or Multiple) Key Per Session 54
4.10 Sample Scenario 54
x4.11 Conclusion 56
5 EVALUATING PROPOSED SCHEME
5.1 Introduction 57
5.2 Evaluation Methods 57
5.3 IKM Simulator 58
5.3.1 Simulator’s Workflow 58
5.3.2 Preparing Preliminaries of Key Generation 59
5.3.2.1 Defining Twelve Duration Digits 59
5.3.2.2 Generating Bit-Stream Source 60
5.3.2.3 Defining Bit-Stream Source 61
5.3.2.4 Activating, Deactivating, and
Activities of Nodes 61
5.3.2.5 Data Traffic 63
5.3.2.6 Double Key Time 63
5.3.2.7 Performing Replay Attack 64
5.4 Summary 65
6 CONCLUSION
6.1 KeyManagement 66
6.2 Most Important Issues and Concerns in Key
Management 67
6.3 Interpretative Key Management (IKM) 67
REFERENCES 69
Appendices A – C 76-103
xi
LIST OF TABLES
TABLE NO. TITLE PAGE
4.1 Load and Duration of Activities 51
4.2 Imposed Loads on Server and Network per Node 51
4.3 Number of Used Keys and Load per Key after 52 Weeks 52
xii
LIST OF FIGURES
FIGURE NO. TITLE PAGE
3.1 Operational Framework 32
4.1 Important Traffic Flow in IKM 38
4.2 Source of Bit-stream 41
4.3 Alternate Numbers Bit Extraction Technique 42
4.4 Alternate Bit Pick Up, Regarding Evenness/Oddness Bit
Extraction Technique 43
4.5 Matrix Method Key Extraction Technique 44
4.6 Computing Duration 45
4.7 Analyzing Received Packet Diagram 47
4.8 Double Valid Key Life Time 48
4.9 Joining and Shutting Down Process 50
4.10 Analogy of IKM and Key Per Session Regarding Key
Server Traffic Load (According IKM’s Daily Key) 52
5.1 IKM Simulator Interface 59
5.2 Duration Determining Interface 60
5.3 Server Component Interface and Bit-stream Generator
Button in Server 61
5.4 an Inactive Node 62
5.5 an Activated Node 62
5.6 Content of Database 63
5.7 Double Valid Keys 64
5.8 Replay Attack Tab 65
xiii
LIST OF ABBREVIATIONS
CCA - Common Conference Agreement
CKDS - Conference Key Distribution System
DeGKMP - Decentralized Group KeyManagement Protocol
GC - Group Controller / Group Center
GK - Group Key
GSA - Group Security Association
HIBE - Hierarchical Identity-Based Encryption
ID - Identity
KDS - Key Distribution System
KMP - Key Management Protocol
LASSB - Location-Aware and Secret Share Based
LOCK - Localized Combinatorial Keying
MAC - Message Authentication Code
MANET - Mobile Ad hoc Network
MSEC - Multicast Security
PKG - Private Key Generator
PRF - Pseudorandom Functions
SDNS - Secure Data Network System
SGC - Secure Group Communication
SGK - Subgroup Key
SMKD - Scalable Multicast Key Distribution
SMuG - Secure Multicast Group
WSN - Wireless Sensor Network
xiv
LIST OF APPENDICES
APPENDIX TITLE PAGE
A Used Technical Word Definitions 79
B Diffie-Hellman First Time Key
Establishment Scheme 96
C Content of Submitted Paper to ICCRD
2010 Conference 99
